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Exam Topic Breakdown

| Exam Topic INumber of Questions
Topic 3: Litwareinc 3
Topic 4 : Misc. Questions 3
Topic 1 : Contoso, Ltd 3
Topic 2 : Fabrikam, Inc 1
TOTAL 10
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Topic 3, Litwareinc

Case study

Thisisacase study. Case studies are not timed separately. Y ou can use as much exam time as you would like
to complete each case. However, there may be additional case studies and sections on this exam. Y ou must
manage your time to ensure that you are able to complete al questions included on this exam in the time
provided.

To answer the questionsincluded in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questionsin this case
study.

At the end of this case study, areview screen will appear. This screen allows you to review your answers and
to make changes before you move to the next section of the exam. After you begin anew section, you cannot
return to this section.

To start the case study

To display thefirst question in this case study, click the Next button. Use the buttons in the left pane to
explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. When you are
ready to answer a question, click the Question button to return to the question.

Overview

General Overview

Litware, Inc. is a consulting company that has a main office in Montreal and a branch office in Seattle.
Litware collaborates with a third-party company named ADatum Corporation.

Environment

On-Premises Environment

The network of Litware contains an Active Directory domain named litware.com. The domain contains three

organizational units (OUs) named LitwareAdmins, Montreal Users, and Seattle Users and the users shown in
the following table.

Verified Solution - 100% Result S
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Name ou
Adminf LitwareAdmins
Admin2 LitwareAdmins
Admin3 LitwareAdmins
Admin4 LitwareAdmins

The domain contains 2,000 Windows 10 Pro devices and 100 servers that run Windows Server 2019.
Cloud environment

Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise E3 licenses and
Azure Active Directory Premium Plan 2 licenses.

The subscription contains a verified DNS domain named litware.com.
Azure AD Connect isinstalled and has the following configurations:
% Password hash synchronization is enabled.
“ Synchronization is enabled for the LitwareAdmins OU only.

Users are assigned the roles shown in the following table.
Name Role
Admin1 Global Administrator
Admin2 Helpdesk admin
Admin3 Security admin
Admin4 User Administrator

Self-service password reset (SSPR) is enabled.
The Azure Active Directory (Azure AD) tenant has Security defaults enabled.
Requirements
Planned Changes
Litware identifies the following issues:
% Adminl cannot create conditional access policies.

% Admin4 receives an error when attempting to use SSPR.

Verified Solution - 100% Result :'
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% Users access new Office 365 service and feature updates before the updates are reviewed by Admin2.
Technical Requirements
Litware plans to implement the following changes.

% Implement Microsoft Intune.

% Implement Microsoft Teams.

% Implement Microsoft Defender for Office 365.

% Ensure that users can install Office 365 apps on their device.

% Convert al the Windows 10 Pro devices to Windows 10 Enterprise E5.

% Configure Azure AD Connect to sync the Montreal Users OU and the Sesattle Users OU.

Question #:1 - (Exam Topic 3)

Y ou need to configure just in time access to meet the technical requirements.
What should you use?
A. accessreviews
B. entitlement management
C. AzureActive Directory (Azure AD) Privileged Identity Management (PIM)
D. AzureActive Directory (Azure AD) Identity Protection

Answer: C

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Question #:2 - (Exam Topic 3)

Y ou need to ensure that Admin4 can use SSPR.

Which tool should you use, and which action should you perform? To answer, select the appropriate optionsin
the answer area.

NOTE: Each correct selection is worth one point.
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Action: v
Enable app registrations.

Enable password writeback.

able password hash synchronization
Disable password hash synchronization

Tool: | v
Azure AD Connect _ |
Synchronization Rules Editor

Azure Active Directory admin center

Answer:
Action: v
[Enable app registrations.
[Enable password writeback. |
able password hash synchronization
Disable password hash synchronization
Tool: v
Synchronization Rules Editor
Azure Active Directory admin center
Explanation

Graphical user interface, text, application, chat or text message Description automatically generated

Verified Solution - 100% Result :|
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Action: v
Enable app registrations.

Enable password writeback.

able password hash synchronization
Disable password hash synchronization

Tool: v
Azure AD Connect

Synchronization Rules Editor

Azure Active Directory admin center

Reference:

https:.//docs.microsoft.com/en-us/azure/active-directory/authenti cation/howto-sspr-depl oyment

Question #:3 - (Exam Topic 3)

Y ou need to configure the Office 365 service status notifications and limit access to the service and feature
updates. The solution must meet the technical requirements.

What should you configure in the Microsoft 365 admin center? To answer, select the appropriate optionsin the
answer area.

NOTE: Each correct selection is worth one point.

To configure the notifications: v
Briefing email '
Help desk information
Organization information

To limit access: v
Privileged Access

Release preferences

Office installation options

Answer:

Verified Solution - 100% Result :'
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To configure the notifications: v
Briefing emal |
Help desk information
Organization information

To limit access: v
Privileged Access

Office installation options

Explanation

Graphical user interface, text, table Description automatically generated

To configure the notifications: v
Briefing emall

Help desk information
Organization information

To limit access: v
Privileged Access

Release preferences

Office installation options

Reference:
https://docs.microsoft.com/en-us/briefing/be-admin

https:.//docs.microsoft.com/en-us/microsoft-365/admin/manage/rel ease-options-in-office-3652view=0365-worl d\
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Topic 4, Misc. Questions

Y ou have three devices enrolled in Microsoft Intune as shown in the following table.

Name Platform BitLocker Drive Encryvption Member of
(BitLocker)
Devicel Windows 10 Dasabled Group3
Device2 Wmndows 10 Dasabled Group2, Group3
Device3 Windows 10 Dasabled Groupl

The device compliance policiesin Intune are configured as shown in the following table.

Name Platform Require BitLocker | Assigned
Policyl Windows 10 and later | Requure Yes
Policy2 Windows 10 and later Not configured Yes
Policy3 Windows 10 and later Require No

The device compliance policies have the assignment shown in the following table.

Name Assigned to
Policvl Group3
Policy2 Group2

For each of the following statements, select Yesif the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
Devicel is compliant. O O
Device2 is compliant. O O
Device3 is compliant. &) O

Answer:

Verified Solution - 100% Result 8of 19
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Statements Yes No
. . . M~
Devicel is compliant. ) , :
. ::I
Device2 is compliant. O : |
B - . | =g 1
Device3 is compliant. 1O O
L L
Explanation
Statements Yes

Devicel is compliant.

O
o @Bz

Device2 i1s compliant. O
Device3 is compliant. O
Device 1:

No because Devicel isin group3 which has Policy1 assigned which requires BitL ocker.
Device 2:

No because Device2 isin group3 which has Policyl assigned which requires BitLocker. Device2 isaso in
Group2 which has Policy2 assigned but the BitLocker requirement is not configured in Policy2.

Device3:

Y es because Device3 isin Group2 which has Policy2 assigned but the BitLocker requirement is not
configured in Policy2.

Reference:

https://bl ogs.technet.microsoft.com/cbernier/2017/07/11/windows-10-intune-windows-bitl ocker-management-ye

Question #:5 - (Exam Topic 4)

Y ou have a Microsoft 365 subscription that contains a Microsoft Azure Active Directory (Azure AD) tenant
named contoso.com. The tenant includes a user named Userl

Y ou enable Azure AD Identity Protection.

Verified Solution - 100% Result E



Pass Exam Microsoft - MS-100

Y ou need to ensure that Userl can review thelist in Azure AD Identity Protection of users nagged for risk.
The solution must use the principle of least privilege.

To which role should you add User1?
A. Security reader
B. Compliance administrator
C. Reports reader
D. Global administrator
Answer: A
Explanation
The risky sign-ins reports are available to users in the following roles:
% Security Administrator
% Globa Administrator
% Security Reader
Of the threeroles listed above, the Security Reader role has the least privilege.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risky-sign-ins

Question #:6 - (Exam Topic 4)
Y ou have a Microsoft 365 subscription.
Y ou suspect that several Microsoft Office 365 applications or services were recently updated.
Y ou need to identify which applications or services were recently updated.
What are two possible ways to achieve the goal ? Each correct answer presents a complete solution.
NOTE: Each correct selection isworth one point.
A. From the Microsoft 365 admin center, review the Message center blade.
B. From the Office 365 Admin mobile app, review the messages.
C. From the Microsoft 365 admin center, review the Products blade.

D. From the Microsoft 365 admin center, review the Service health blade.

Verified Solution - 100% Result S
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Answer: AB

Explanation

The Message center in the Microsoft 365 admin center is where you would go to view alist of the features that
were recently updated in the tenant. Thisis where Microsoft posts official messages with information
including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office 365 Admin mobile app.
Reference:

https://docs.microsoft.com/en-us/offi ce365/admin/manage/message-center view=0365-worldwide

https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app?view=0365-worldwide

Verified Solution - 100% Result S
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Topic 1, Contoso, Ltd

Thisisacase study. Case studies are not timed separ ately. You can use as much exam time as you would
liketo complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete al questions included on this exam in the time
provided.

To answer the questionsincluded in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questionsin this case
study.

At the end of this case study, areview screen will appear. This screen allows you to review your answer and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display thefirst question in this case study, click the Next button. Use the buttons in the |eft pane to
explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is aconsulting company that has a main office in Montreal and two branch offices in Seattle and
New Y ork.

The offices have the users and devices shown in the following table.

Office Users Laptops Desktops | Mobile devices
Montreal 2,500 2.800 300 3,100
Seattle 1,000 1,100 200 1,500
New York 300 320 30 400

Existing Environment

All servers run Windows Server 2016.

Contoso recently purchased a Microsoft 365 E5 subscription.

Y ou recently configured the forest to sync to the Azure AD tenant.

Y ou add and then verify adatum.com as an additional domain name.

The network contains an Active directory forest named contoso.com and a Microsoft Azure Active Directory
(Azure AD) tenant named contoso.onmicrosoft.com.

Verified Solution - 100% Result
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All desktop computers and laptops run Windows 10 Enterprise and are joined to contoso.com.

All the mobile devicesin the Montreal and Seattle offices run Android. All the mobile devicesin the New
Y ork officerun iOS.

Contoso has the users shown in the following table.

Name Role
Userl None
User?2 None
User3 Customer Lockbox access approver
User4 None
Contoso has the groups shown in the following table.
Name Type Membership rule
Groupl Assigned Not applicable
Group 2 Dynamic (user.department —eq “Finance™)

Microsoft Office 365 licenses are assigned only to Group2.

The network also contains external users from avendor company who have Microsoft accounts that use a
suffix of @outlook.com.

Requirements
Planned Changes
Contoso plansto provide email addresses for all the usersin the following domains:
“ East.adatum.com
“ Contoso.adatum.com
% Humongousinsurance.com
Technical Requirements
Contoso identifies the following technical requirements:
% All new users must be assigned Office 365 licenses automatically.
% The principle of least privilege must be used whenever possible.
Security Requirements
Contoso identifies the following security requirements:

% Vendors must be able to authenticate by using their Microsoft account when accessing Contoso
resources.

Verified Solution - 100% Result S
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“# User2 must be able to view reports and schedul e the email delivery of security and compliance reports.
% The members of Groupl must be required to answer a security question before changing their password.
% User3 must be able to manage Office 365 connectors.

% Userd must be able to reset User3 password.

Question #:7 - (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series
contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions
will not appear in the review screen.

Y ou need to assign User2 the required roles to meet the security requirements.
Solution: From the Office 365 admin center, you assign User2 the Security Reader role.
From the Exchange admin center, you assign User2 the Help Desk role.
Does this meet the goal ?
A. Yes
B. NO
Answer: B
Explanation
% User2 must be able to view reports and schedule the email delivery of security and compliance reports.

The Security Reader role can view reports but not schedule the email delivery of security and compliance
reports.

The Help Desk role cannot schedule the email delivery of security and compliance reports.
Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo

Question #:8 - (Exam Topic 1)

Y ou need to meet the security requirement for the vendors.

Verified Solution - 100% Result S
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What should you do?
A. From the Azure portal, add an identity provider.

B. From Azure Cloud Shell, run the New-AzureADUser cmdlet and specify the —UserPrincipalName
parameter.

C. From the Azure portal, create guest accounts.

D. From Azure Cloud Shell, run the New-AzureADUser cmdlet and specify the —UserType parameter.
Answer: C
Explanation

% Vendors must be able to authenticate by using their Microsoft account when accessing Contoso
resources.

Y ou can invite guest users to the directory, to agroup, or to an application. After you invite a user through any
of these methods, the invited user's account is added to Azure Active Directory (Azure AD), with a user type
of Guest. The guest user must then redeem their invitation to access resources. An invitation of a user does not
expire.

The invitation will include alink to create a Microsoft account. The user can then authenticate using their
Microsoft account. In this question, the vendors aready have Microsoft accounts so they can authenticate
using them.

Reference:

https:.//docs.microsoft.com/en-us/azure/active-directory/b2b/add-users-administrator

Question #:9 - (Exam Topic 1)

Y ou need to meet the security requirement for Groupl.
What should you do?
A. Configure all usersto sign in by using multi-factor authentication.
B. Modify the properties of Groupl.
C. Assign Groupl a management role.
D. Modify the Password reset properties of the Azure AD tenant.
Answer: D
Explanation

References:

Verified Solution - 100% Result S
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% The members of Groupl must be required to answer a security question before changing their password.

If SSPR (Self Service Password Reset) is enabled, you must select at least one of the following options for the
authentication methods. Sometimes you hear these options referred to as "gates.”

Mobile app notification
Mobile app code

Email

Mobile phone

Office phone

Security guestions

Y ou can specify the required authentication methods in the Password reset properties of the Azure AD tenant.
In this case, you should set the required authentication method to be * Security questions'.

Reference:

https:.//docs.microsoft.com/en-us/azure/active-directory/authenti cation/concept-sspr-howitworks

Verified Solution - 100% Result S
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Topic 2, Fabrikam, Inc

Thisisacase study. Case studies are not timed separ ately. You can use as much exam time as you would
liketo complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete al questions included on this exam in the time
provided.

To answer the questionsincluded in a case study, you will need to reference information that is provided in the
case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questionsin this case
study.

At the end of this case study, areview screen will appear. This screen allows you to review your answer and to
make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display thefirst question in this case study, click the Next button. Use the buttons in the |eft pane to
explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. When you are
ready to answer a question, click the Question button to return to the question.

Overview

Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has 10,000 employees
worldwide.

Fabrikam has a main office in London and branch officesin mgjor citiesin Europe, Asia, and the United
States.

Existing Environment
Active Directory Environment

The network contains an Active Directory forest named fabrikam.com. The forest contains all the identities
used for user and computer authentication.

Each department is represented by a top-level organizational unit (OU) that contains several child OUs for
user accounts and computer accounts.

All users authenticate to on-premises applications by signing in to their device by using a UPN format of
user name@fabrikam.com.

Fabrikam does NOT plan to implement identity federation.

Network Infrastructure

Verified Solution - 100% Result S
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Each office has a high-speed connection to the Internet.

Each office contains two domain controllers. All domain controllers are configured as a DNS server.

The public zone for fabrikam.com is managed by an external DNS server.

All users connect to an on-premises Microsoft Exchange Server 2016 organization. The users access their
email by using Outlook Anywhere, Outlook on the web, or the Microsoft Outlook app for iOS. All the
Exchange servers have the latest cumulative updates installed.

All shared company documents are stored on a Microsoft SharePoint Server farm.

Requirements

Planned Changes

Fabrikam plans to implement a Microsoft 365 Enterprise subscription and move all email and shared
documents to the subscription.

Fabrikam plans to implement two pilot projects:

% Projectl: During Projectl, the mailboxes of 100 usersin the sales department will be moved to
Microsoft 365.

% Project2: After the successful completion of Projectl, Microsoft Teams & Skype for Business will be
enabled in Microsoft 365 for the sales department users.

Fabrikam plans to create a group named UserLicenses that will manage the allocation of all Microsoft 365
bulk licenses.

Technical Requirements
Fabrikam identifies the following technical requirements:

% All users must be able to exchange email messages successfully during Projectl by using their current
email address.

% Users must be able to authenticate to cloud servicesif Active Directory becomes unavailable.
% A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.
% Microsoft Office 365 ProPlus applications must be installed from a network share only.
% Disruptionsto email address must be minimized.

Application Requirements

Fabrikam identifies the following application requirements:

% An on-premises web application named Appl must allow users to complete their expense reports online.

Verified Solution - 100% Result S
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% Theinstallation of feature updates for Office 365 ProPlus must be minimized.
Security Requirements
Fabrikam identifies the following security requirements:

“# After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox
and to SharePoint sites by using their UPN.

% The memberships of UserLicenses must be validated monthly. Unused user accounts must be removed
from the group automatically.

“ After the planned migration to Microsoft 365, all users must be signed in to on-premises and
cloud-based applications automatically.

% The principle of least privilege must be used.

Question #:10 - (Exam Taopic 2)

Which migration solution should you recommend for Project1?
A. From Exchange Online PowerShell, run the New-MaiboxImportRequest cmdlet.
B. From Exchange Online PowerShell, run the New-MaiboxExportRequest cmdlet.
C. From the Microsoft 365 admin center, start a data migration and click Upload PSST as the data service.
D. From the Exchange admin center, start a migration and select Remote move migration
Answer: D
Explanation
During Project1, some users will have mailboxes in Microsoft 365 and some users will have mailboxesin
Exchange on-premises. To enable users be able to exchange email messages successfully during Projectl by

using their current email address, we'll need to configure hybrid Exchange.

To migrate mailboxes in a hybrid Exchange configuration, you use Exchange admin center perform Remote
move migrations.

Reference:

https://docs.microsoft.com/en-us/exchange/hybrid-depl oyment/move-mailboxes
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